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Today's Goals

e Raise awareness about Data Ethics and

Privacy
e Share foundational ideas and resources for

further learning
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Data Responsibility




The evolving “Information Age”

Comgputerized Clovd .
Analog Recordkeeping ~ Networks (Web 1.0 Systems Web 2.0 ﬂiﬁﬁ:‘;
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...has brought increases in responsibility.
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Responsible data requires management
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Data Governance
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Platforms and Data
Architecture Operations

[ Managed Data ]
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Data Responsibility

Data
Management
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Data Ethics
Fundamentals




What is data equity?

"Equity is both a process and an outcome.”
- Data Feminism
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What is data ethics?

"We often focus too narrowly on whether we
have complied with ethical guidelines, and we
forget that ethical issues concerning
technology don't just go away once we have
diligently performed our own particular tasks. It
is essential to think about what happens to ...
data after it leaves our hands.”

- Shannon Vallor + Brian Green,

Markkula Center for Applied Ethics
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What could this look like for nonprofits?

Documentation is a powerful tool for ethics and
equity.

DATASET USAGE AND BEST PRACTICES:
AVOID WEAPONIZING COVID-19 DATA -

COVID-19 data should not be used to determine risk. It should not be used to surveil, criminalize,
cage, and/or deny critical benefits.

COVID-19 data should not be used to inform any of the following automated decision making systems,
for example:

e Predictive policing and enforcement of social distancing orders (i.e., COVID-19 hot spots
should not be assigned greater police presence and prioritized enforcement of social distancing
measures)

e Public safety assessments to determine whether a person can be released from jail or prison

INTENDED PURPOSE OF DATA -

Image from d4bl Org COVID-19 Data should inform the implementation of the following immediate actions:

e Release of individuals in jails, prisons, and ICE detention facilities
e Transparent, accountable, and community-informed protocols on automated decision systems used
for contact tracing and other public health concerns
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Data Privacy
Fundamentals




Privacy isn't new...

Transparency
Accoontabilit A @ C t
Y onsen
3¢

Privacy Act of 1974 D&E-"@D E’

Code of Fair Information \ /
Access ¢
Protectaon Correction
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US privacy has been sector-based...

..until recently

US State Privacy Legislation Tracker 2022

STATUTE/BILL IN
LEGISLATIVE PROCESS

Introduced
In committee
s chamber

¥ Last updated: 3/17/2022
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https://iapp.org/resources/article/us-state-privacy-legislation-tracker/

What information is “private”?

Personal Identifying Information Examples

Sensitive
GDPR Special Category

Personal Identifying Information (PII) Information
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GDPR and US-based Organizations




GDPR: Privacy as an Individual Right
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Who owns the data?

Data
Privacy
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Information Management

Incorporating Ethics and Privacy
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@ Dataset Nutrition Label

About

This dataset was created to make information about NYC's rent stabilized
apartments more accessible to the public. Currently, information on rent
stabilization in NYC is only published in aggregate by borough, leaving little
information about specific buildings available. By parsing tax bill data about
buildings contained in Notice of Property Value (NoPV) documents, which are
available publicly in pdf format, this dataset is able to get a building-by-building
count of rent stabilized units in NYC. See more about why this dataset was
created here.

Data Creation Range: January, 2015 - Present

Created By: John Krauss

Content: Tabular (csv, JSON)

Source: https://github.com/talos/nyc-stabilization-unit-counts

Alert Count 4
Completeness )
Provenance 1

Misrepresentation

-

Collection 2
Socioeconmic Bias 1
Inaccurate Prediction 1

Description )

Composition 1
Racial bias 1

* Please refer to the Objectives and Alerts section for more details

TaxBills NYC Dataset (joined.csv)

Frameworks for Implementing Ethics

Use Cases
Potential real-world applications of the dataset

1 How many rent stabilized units are in a particular building?
2 Has a building lost rent stabilized units?

3 Is there a pattern of deregulation in a building?

4 Is there a pattern of deregulation for a specific landlord?

5 Where might there be abuse of tax abatements? Is the landlord breaking the rules of the
abatements?
6 Where is gentrification happening?

Quality
Review

Annually

Alert Count by Category Alert Count by Mitigation Potential
0 i o 1 2
+ ] ¢
] Collection Yes
Composition Maybe
Provenance

Alert Count by Potential Harm

o 2
ﬁ Inaccurate Prediction
/N Misrepresentation
I Racial bias

Socioeconmic Bias

Image from datanutrition.org
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Frameworks for Implementing Ethics

e Datasheets for Datasets
e Data Ethics Canvas

ol Data Ethics Canvas
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Open Data Institute #DataEthicsCanvas

Image from theodi.org
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Privacy compliance and ethical practices
necessitate management

Data Governance
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Platforms and Data
Architecture Operations

v Systems v Stewardship
v Security Managed Data j Dol‘i’u.me“tat'o"
v Maintenance Policies
v Training
v Protected
v Insightfol
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Management across the lifecycle

Sharing ¢ Transfer

uﬁx]-

Collection

A

Storage ¢ Access Retention ¢ Deletion
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Applying a privacy and ethics mindset...

3
:
|‘ Collection

What are ovr data sovrces?
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Applying a privacy and ethics mindset...

ﬁl% Storage and Access

Who has access to the
information?
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Applying a privacy and ethics mindset...

~

Bl Transfer and Sharing

Do individuals know their
information is shared?

/\® /- LATech

2
L ? 9 Fondleble 3,<\,\< 4Good




Applying a privacy and ethics mindset...

m Retention

Do we keep information only as
long as we need it?
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Culture of Responsible Data

e Prioritizing more responsible
practices
e Asking the hard questions
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What Next?

Go to roundtabletechnology.com/data-privacy to sign up for

a Free 30 Minute Data Consultation

Join one of LA Tech4Good'’s upcoming workshops:
latech4good.org/dataworkshop

Free Stuff

e DataHealth Check-Up

e Personal Identifying Information
Examples

e Individual Rights to Privacy

e Presentation Slides

Check your email and add
outreach@roundtabletechnology.com
to your trusted sender lists

RoundTable
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https://www.latech4good.org/dataworkshop
mailto:outreach@roundtabletechnology.com
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Appendix




Privacy and Ethics Questions

3
°
|‘ Collection

° Do we need everything we collect?

|3’ What sensitive information do we collect?

Are collection points secure?
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Privacy and Ethics Questions

ﬁl}% Storage and Access

@ Where do we store information?

av 9] .
How secvre is storage?

Who has access to the information?

@ Do we have handling policies?

@ How do we teach our colleagues?
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Privacy and Ethics Questions

~

Bl Transfer and Sharing

@ Do we share information? With whom?
@ How do we share information?

Do individuals know their information is shared?

?



Privacy and Ethics Questions

m Retention

9 Do we keep information only as long as we need it?

How do we archive or remove information?

0 Do we remove information securely?
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Personal Identifying Information Examples

Sensitive )
Personal Identifying Information (PII) Information GDPR Special Category
S SR S RRRMEEEEN SR SR R TRERREE
=] . | e
Name . |PAddress . Social Security : Race or Ethnicity Health
5 . T he
oV ; XY 5 Q>a
Address . Device Identifiers : Passport . Religious/Philo. Belief Sexuality
D I S % A A A S A
L ] DJ —
Phone Number Geolocation Health Records :  Political Opinion
............................... T
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Email Gender Financial Records - Trade Union Membership
LR LR SRR LR EREEEEE RN ESRLEEERREEE SO PPPPPPPPPRPPPRPROY
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Birthdate Password Drivers License Biometric
co g
Citizenship Password Hint Credit Card Genetic

.......................................................................................................

*These are common samples of protected information - specific data elements that i MRoundTable
are protected will vary depending upon the regulation. SQUARE




Individual Rights to Privacy
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Right to Avoid Automated Decision Right of Information
Making

_— Right of Access
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. . Right of Rectification
Right to Object
_ / Data Svbject \
000000 / _=|
Right to Data \ @' @
Portability g @ Right of Erasure
i
Right of Notification Right to Restrict Processing
Adapted from: o MRoundTable

General Data Protection Regulation - Rights of the Data, Subject Articles 12-23 SQUARE



https://gdpr-info.eu/chapter-3/

